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Abstract

Phishing websites are a common cybersecurity threat that trick users by pretending to be legitimate websites and attempting to obtain sensitive information. Traditional
methods, such as blocklists and rule-based techniques, may not always detect newly created or modified phishing websites. Machine learning provides an effective approach
to phishing detection by learning patterns from examples of legitimate and phishing websites. This paper presents a conceptual framework for Al-based phishing website
detection using machine learning. The framework includes collecting phishing and legitimate website data, extracting important URL and website features, preprocessing
the data, selecting relevant features, applying machine learning classification, and evaluating the detection performance. Recent research on feature engineering, feature
selection, machine learning, deep learning, XGBoost-based detection, and phishing campaign detection is also reviewed. The proposed framework aims to provide a simple
and structured approach for distinguishing phishing websites from legitimate websites while considering the changing nature of phishing attacks. Since this study is
research and visualization oriented, the proposed system is presented as a conceptual framework rather than a developed application or trained software model.
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appear similar to trusted websites. Attackers may use misleading domain names, i

suspicious URLs, copied webpage designs, redirects, and other techniques to make
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fraudulent websites appear legitimate. When users interact with such websites, they

may unintentionally provide sensitive information. Therefore, detecting phishing

websites before users interact with them is an important cybersecurity requirement. . . o . i

" L . X . Fig. 1: Conceptual Overview of Al-Based Phishing Website Detection
Traditional phishing detection methods commonly use blacklists, manually defined
rules, and previously identified malicious URLs. These approaches can be useful for websites. Various characteristics related to URLs, domains, and webpage

detecting known threats, but they may face difficulties when attackers create new  pehaviour can be converted into features and provided to a classification model. The

phishing websites or frequently modify existing URLs. This creates a need for
Artificial

Intelligence and Machine Learning provide an alternative approach to this problem.

detection techniques that can identify previously unseen patterns.

Machine learning models can learn patterns from labelled examples of legitimate and
phishing
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model can then leam to distinguish between legitimate and phishing websites.
Recent research has explored different approaches for phishing detection, including
feature engineering, feature selection, traditional machine learning, deep learning, and
tree-based models such as XGBoost. Research has also investigated the problem of
generalization, where a model trained on one dataset may perform differently when
tested on another dataset. These studies demonstrate the importance of selecting
informative features and evaluating detection approaches using reliable and
representative datasets. This paper focuses on Al-based phishing website detection
using machine learning. The study reviews recent research in this area and presents ¢
conceptual  framework involving dataset preparation, feature extraction,
preprocessing, feature selection, machine learning classification, and performance
analysis. The objective is to provide a clear understanding of how machine learning
techniques can be applied to phishing website detection while considering the
changing nature of phishing attacks. The proposed work is presented through
research analysis and system visualization without developing a separate website,

application, or deployed machine learning model.
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Il. LITERATURE REVIEW

Recent research has explored several machine learning and artificial intelligence
techniques for detecting phishing websites and malicious URLs. The existing
studies focus on different aspects such as feature engineering, feature selection,
classification algorithms, deep learning, crossdataset validation, and campaign-level
phishing analysis. These studies provide the foundation for developing a conceptual
framework for Al-based phishing website detection. A systematic review on feature
engineering for phishing website detection examined the importance of selecting and
designing appropriate features for machine learning-based phishing detection [1]. The
study highlights that the quality and relevance of features have a significant influence
on the performance of phishing detection systems. URLrelated characteristics and
other website properties can provide useful information for distinguishing between
legitimate and phishing websites. The review also indicates that feature engineering
is an important stage in developing effective phishing detection approaches. Duarte
et al. investigated the early detection of phishing URLs in parked domains using
machine learning techniques [2]. The study considered a large dataset containing
211,659 URLs and evaluated several machine learning algorithms, including
XGBoost, LightGBM, and Gradient
Boosting. The results demonstrated the potential of machine learning for identifying

Logistic Regression, Random Forest,
phishing URLs at an early stage. However, the study was based on data associated
with a particular financial institution, which may limit the generalization of the
approach to other Another study presented a machine learmning approach combined
with feature selection and deep learning models for phishing detection [3]. The
research used a dataset containing 58,645 URLs and 111 features. Feature selection
was applied to reduce the number of features and identify the most informative
characteristics for detection. The study demonstrated that feature selection can
simplify the input space while maintaining useful detection capability. This work is
particularly relevant to the proposed framework because it emphasizes the importance
of preprocessing and selecting meaningful features before classification. Misiek and
Hyla proposed an XGBoost-based URL phishing detection method with cross-
dataset validation [4]. The study investigated the performance of phishing detection
across multiple datasets and selected a smaller set of stable features that could
provide better cross-dataset generalization. The research demonstrated that a model
may perform well on its training or source dataset but experience reduced
performance when evaluated on a different dataset. This highlights the importance of
generalization and robust evaluation in phishing detection systems. PhishLumos
introduced a broader approach for phishing mitigation by moving from individual
URL detection toward campaign-level analysis [5]. The approach considers
relationships among URLs, domains, IP addresses, certificates, and historical
information to identify related phishing activities. The study demonstrates that
phishing attacks can occur as part of larger campaigns rather than as isolated
websites. Although this approach provides a broader cybersecurity perspective, it
involves a more complex infrastructure and is beyond the scope of the conceptual
machine learning framework presented in this paper Overall, the reviewed studies
show that phishing detection can benefit from appropriate feature engineering, feature
selection, machine learning classification, and robust evaluation. They also indicate
that dataset variation and evolving phishing techniques remain important challenges.
Based on these observations, this paper presents a conceptual Al-based phishing
website detection framework that combines data preprocessing, feature extraction,
and visualization-based analysis.

lll. PROBLEM STATEMENT

Phishing websites continue to pose a significant cybersecurity risk because they are
designed to imitate legitimate websites and deceive users. Attackers can frequently
modify URLs, domain names, webpage structures, and other characteristics, making
it difficult for traditional detection methods to identify newly created phishing
websites. Conventional approaches such as blacklists and manually defined rules
mainly depend on previously known phishing information. As phishing attacks
continuously evolve, these approaches may not be sufficient for identifying
previously unseen or modified phishing websites. Furthermore, the large number of
website-related characteristics makes it important to identify the most relevant
features for effective detection. Machine learning provides a promising approach by
learning patterns from legitimate and phishing website data. However, an effective
phishing detection framework requires suitable feature extraction, data preprocessing,
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feature selection, classification, and proper evaluation. Another important challenge
is generalization, as detection performance may vary when the data distribution
changes. Therefore, there is a need for a structured Al-based phishing website
detection framework that represents the complete detection process from date
collection to classification and analysis. The proposed work focuses on developing
such a conceptual framework using machine learning techniques and visualizing its
working process without developing a separate website or deployed software model.

IV. PROPOSED SYSTEM

The proposed system presents a conceptual machine learning framework for detecting
phishing websites based on relevant website and URL characteristics. The framework
is designed to analyse available website data, identify informative features, and
classify websites as either legitimate or phishing. Core Components: Dataset
Collection — A suitable dataset containing examples of legitimate and phishing
websites is considered as the input for the proposed framework. Feature Extraction -
Relevant characteristics are extracted from URLs and website information. These
may include URL length, number of special characters, presence of suspicious
patterns, domainrelated characteristics, HTTPS usage, and other relevant attributes.
Data Preprocessing — The collected data is processed to handle missing values,
inconsistent information, and unsuitable data formats so that it can be used foi
machine learning-based analysis. Feature Selection — Important features are selected
from the available attributes to reduce unnecessary information and improve the
efficiency of the detection process. Machine Learning Classification — Machine
learning classification techniques are considered to learn patterns from the selected
features and distinguish phishing websites from legitimate websites. Detection
Output — Based on the learned patterns, the framework provides a classification
indicating whether the analysed website is legitimate or potentially phishing.
Process Flow: 1. Input: Website and URL-related data is collected from a suitable
dataset. 2. Feature Extraction: Relevant characteristics are identified from the
available data. 3. Preprocessing: The data is cleaned and prepared for analysis. 4.
Feature Selection: Important features are selected for classification. 5. Classification:
Machine learning-based classification is applied conceptually. 6. Output: The website
is classified as legitimate or phishing. 7. Analysis: The detection framework is
analysed using suitable evaluation measures discussed in existing research.

Proposed System Workflow
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Fig. 2: Proposed Workflow for Phishing Website Detection

V. ARCHITECTURAL DIAGRAM

The architecture of the proposed Al-based phishing website detection framework
consists of a sequence of stages that transform website and URL-related data into ¢
phishing detection decision. The framework is designed to represent the complete
detection process from input data to final classification. The architecture consists of
five primary stages: Data Input Layer: This layer represents the collection of
legitimate and phishing website data from a suitable dataset. The collected date
contains URL and website-related characteristics required for further analysis. Feature
Extraction Layer: In this stage, relevant characteristics are identified from the
available website information. Examples include URL length, special characters,
domain-related characteristics, HTTPS usage, and other URL or website properties.
Preprocessing and Feature Selection Layer: The extracted data is cleaned and prepared
for analysis. Relevant features are then selected to remove unnecessary information
and provide a suitable feature set for classification. Machine Learning Classification
Layer: The selected features are provided to a machine learning classification
approach. The classifier learns patterns associated with legitimate and phishing
websites and performs conceptual classification of the input data. Output and
Analysis Layer: The final output represents the classification of a website as
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legitimate or phishing. The framework also supports analysis using evaluation
measures such as matrix as described in existing research. The overall flow of the
proposed framework can therefore be represented as: Data Input — Feature Extraction
— Data Preprocessing — Feature Selection — Machine Leaning Classification —
Detection Output — Analysis

System Architecture
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Fig. 3: System Architecture of the Proposed Al-Based Phishing Website Detection
Framework

VI. IMPLEMENTATION

The proposed phishing website detection framework is presented as a conceptual
implementation workflow rather than as a deployed website or software application.
The implementation process is divided into a sequence of stages that describe how
machine learning can be applied to phishing website detection. Phase 1 — Dataset
Preparation: A suitable dataset containing legitimate and phishing website samples is
considered for analysis. Each sample contains URL or website-related characteristics
that can be used to distinguish between the two classes. Phase 2 — Feature
Extraction: Relevant features are identified from the available website and URL
information. These features may include URL length, number of special characters,
suspicious URL patterns, domain-related characteristics, HTTPS usage, and other
attributes reported in existing phishing detection research. Phase 3 — Data
Preprocessing: The collected data is prepared for machine learning analysis. This
stage includes handling unsuitable or missing values, organizing the feature
representation, and preparing the data for subsequent feature selection and
classification. Phase 4 — Feature Selection: The available features are analysed to
identify the most informative characteristics for phishing detection. Feature selection
can reduce unnecessary information and simplify the classification process. Phase 5 —
Machine Learning Classification: The selected features are considered as input to a
machine learning classification approach. The classification stage learns patterns
associated with legitimate and phishing website samples and produces a
classification decision. Phase 6 — Detection and Analysis: The output of the
classification stage represents either a legitimate or phishing website. The proposed
framework can be analysed using commonly used evaluation measures such as
matrix. Since this research is visualization-oriented, the above phases describe the
conceptual workflow of the proposed system. No separate website, deployed
application, or independently trained machine learning model is developed as part of
this work.
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Fig. 4: Conceptual Implementation Process for Phishing Website Detection

VIl. CONCLUSION

Phishing websites are an important cybersecurity threat because they can imitate
legitimate websites and deceive users into providing sensitive information.
Traditional detection techniques such as blacklists and rule-based methods may face
limitations when dealing with newly created or modified phishing websites. This
paper presented a conceptual framework for Al-based phishing website detection
using machine learning. The proposed framework includes dataset preparation,
feature extraction, data preprocessing, and detection analysis. Recent research shows
that appropriate feature engineering and feature selection can support effective
phishing detection, while robust evaluation is important for understanding model
performance and generalization. The proposed work focuses on understanding and
visualizing the complete phishing detection workflow rather than developing ¢
deployed application or independently trained machine learning model. The
framework provides a structured foundation for applying machine learning techniques
to phishing website detection and highlights the importance of handling evolving
phishing attacks and changing data distributions.

VIIl. FUTURE SCOPE

The proposed conceptual framework provides a foundation for further development of
Al-based phishing website detection systems. Future work can focus on developing
and training machine learning and deep learning models using larger and more
diverse datasets containing continuously updated phishing and legitimate website
samples. Future research can also explore advanced URL and webpage features, real-
time phishing detection, and improved feature selection techniques. Crossdataset
evaluation can be used to study the generalization of detection models across
different Since phishing techniques continuously evolve, adaptive learning
approaches can also be investigated to identify newly emerging phishing patterns. In
addition, future systems may integrate browserbased detection, real-time warning
mechanisms, and automated threat intelligence sources. Advanced approaches such as
ensemble learning, deep learning, and campaign-level phishing analysis can furthel
improve the ability to detect complex and evolving phishing attacks. These
developments can help in building more reliable and practical phishing website

detection systems.
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